ESG - Equipment for Security goes Green

LkSG, CS3D, CBAM, EUDR and CRMA in the defense industry

24. Juli 2024

As announced in January, BLOMSTEIN is publishing a series of briefings introducing
European and German legal issues for the security and defense sector. In our last
briefing we provided an overview of new funding opportunities made available to in-

dustry by the European Investment Bank.

This issue deals with various new ESG obligations for the defense and security indus-
try. Companies in this sector are subject to a wide range of regulatory obligations. For
some time now, these have included ESG obligations in particular. The number of new
requirements for companies in this area is high. There were already some changes in
the first half of the year (see our corresponding ESG briefings). This briefing provides

an overview of the latest developments in Germany and at European level in the ESG
area and their impact on the defense and security industry.

Tightening of the LkSG: extended target group

In Germany the Supply Chain Due Diligence Act (LkSG) has been in force since January

1, 2024 for companies with 1,000 or more employees instead of 3,000 or more. The
group of affected parties has therefore expanded significantly. Since the beginning of
the year addressees have had to regularly analyze their supply chains and establish a
functioning complaints mechanism (for details of the obligations to be fulfilled, see our
briefing here). Companies should carefully document their compliance with the due dil-
igence obligations, as an annual report on compliance must be published.

The BAFA has suspended the review of the reporting obligations for the companies al-
ready affected until January 1, 2025. In 2025, however, it is expected to critically exam-
ine the first-time reports of the "thousands" and investigate possible violations. The
past year has already shown that the authority is not acting without teeth but is exer-
cising its powers confidently. Although no fines were imposed under the LkSG - as far
as can be seen - the BAFA did intervene when violations were detected. It investigated
58 companies on the basis of the law. According to the authority's findings, a freight
forwarding company was active along their supply chain that did not pay its truck driv-
ers a wage. On the basis of the LkSG, the BAFA ensured that the truck drivers con-
cerned were not deprived of their wages. In the coming months BAFA will be asking
companies for information on their risk management in order to verify compliance with
legal obligations. Based on last year's experience, it is to be expected that this will take
place in several rounds.

BLOMSTEIN Partnerschaft von Rechtsanwaélten mbB Oranienburger Str. 66 10117 Berlin www.blomstein.com


https://www.blomstein.com/neues/new-eib-funding-opportunities-for-security-sector
https://www.blomstein.com/neues/categories/esg?page=2
https://www.gesetze-im-internet.de/lksg/
https://www.blomstein.com/neues/auf-los-gehts-los-sofort-zu-erfuellende-pflichten-nach-dem-lksg

LkSG is followed by CS3D

On June 13, 2024 further future ESG obligations were added at EU level. The Supply
Chain Directive (CSDDD) was published in the Official Journal of the EU on July 5, 2024.
It is aimed in particular at:

1. EU companies with global sales of more than EUR 450 million and more than
1,000 employees as well as

2. non-EU companies with a turnover of more than EUR 450 million in the EU.

While the LkSG focuses more on the protection of human rights in addition to environ-
mental aspects, the Supply Chain Directive addresses additional environmental issues
(for the main differences between the two regulations, see our briefing here). Indi-
rectly, companies can also fall within the scope of the CS3D if they are part of the sup-
ply chain of the directly liable companies (see our briefing here).

The member states still have to implement the directive. This will lead to a level playing
field within the EU if the member states do not (significantly) go beyond the minimum
standards of the directive. In Germany, the BAFA is likely to continue to be entrusted
with the supervision of the LkSG, which has been adapted to the Supply Chain Di-
rective. Based on previous experience with the LkSG, it can be assumed that the BAFA
will confidently exercise its new powers under the CS3D. Companies are therefore well
advised to adapt their compliance strategies to the requirements of the CS3D at an
early stage. This is because in the event of a breach there is a risk of substantial fines,
the maximum of which amounts to at least 5% of the company's global net turnover in
the financial year prior to the decision. The directive also provides for civil liability for
damages. It is currently being discussed whether the obligations under the LkSG
should be suspended during the two-year implementation phase of the CS3D. A mo-
tion by the CDU/CSU parliamentary group "to repeal the law on corporate due dili-
gence to prevent human rights violations in supply chains" was rejected by the Bun-
destag on June 14. As things stand, the LkSG is still in force - with the exception of the
delayed review of reports.

Increased climate protection measures & ESG obligations through CO2 border
adjustment mechanism

In addition, further ESG requirements will be tightened this year. Imports of certain
goods are subject to reporting obligations under the EU Carbon Border Adjustment
(CBAM). With this regulation, the EU is stepping up its ambitious climate protection ef-
forts. The CBAM is intended to put European producers subject to European CO2 cer-
tificate trading on an equal footing with importers from third countries. Until now, Eu-
ropean companies in energy-intensive sectors have received EU ETS certificates free
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of charge or by auction. These form the legal basis for CO2 emissions. However, fewer
and fewer of these certificates are being issued in the interests of climate protection.

The CBAM ties in with this. It is intended to prevent carbon leakage from occurring as
a result of fewer or no certificates. Carbon leakage describes the relocation of CO2-
intensive production and the associated emissions to third countries with less strin-
gent standards. Since October 2023 importers have had to report direct and indirect
(i.e. electricity-based) emissions from their CBAM products to the European Commis-
sion. The actual submission phase begins in 2026. Importers will then be subject to a
CO2 price. The regulation covers imports of iron, steel and aluminum, among other
things, meaning that the defense and security industry is also directly affected by it.
Detailed information on this topic can be found in our briefing on the impact of the
CBAM on the defense industry (see here).

More is more: climate protection through sustainable and deforestation-free
supply chains

The applicability of the new EU regulation for deforestation-free products (EUDR) was
also advanced and will enter into force on December 30, 2024. The regulation aims to
ensure that no listed products that contribute to deforestation or forest degradation in
the EU and worldwide circulate on the internal market. At the same time it also aims to
reduce carbon emissions caused by the production and consumption of affected prod-
ucts. Among other things, the EUDR also regulates the import of rubber and certain
rubber products. Rubber plays an important role in the security and defense industry
due to its wide range of applications and special properties such as durability and re-
sistance. Companies in these sectors are therefore well advised to check the EUDR.
This is because violations can result in import bans, confiscation of the relevant raw
materials and fines.

More resilient supply chains

The EUDR is complemented by the Critical Raw Materials Act (CRMA), which came into
force on May 23, 2024 (see also our briefing here). The aim of the Act is to ensure a sus-
tainable supply of critical raw materials for the EU. It aims to help the EU build its ca-
pacity and make its supply chains more resilient by reducing dependence on individual
countries. Instead, domestic supply chains are to be strengthened and win-win part-
nerships with non-EU countries promoted. The EU wants to raise the benchmarks for
the extraction, processing and recycling of strategic raw materials to 10%, 40% and 25%
annually by 2030.

Critical raw materials include lithium, cobalt and nickel, which are essential for battery
production. Another critical raw material is gallium, which is required for solar panels.

But certain critical raw materials such as aluminum, titanium and tungsten are also in-

dispensable in the defense sector. For companies, this may mean tighter control of
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their supply chains, including any reporting obligations. Companies that employ more
than 500 people have a global net turnover of more than EUR 150 million and use stra-
tegic raw materials, for example for equipping drones, missile launchers or robotics,
must carry out regular risk analyses and, if necessary, make efforts to diversify.

Concerns had previously been raised in this context that there could be an uncon-
trolled outflow of sensitive data when the analysis results are transmitted to the
BMWK. According to the latest information from the Ministry, however, these con-
cerns appear to have been dispelled. Risk analyses are to be carried out for purely in-
ternal purposes, i.e. without data being passed on externally. How the state will moni-
tor and enforce compliance with the obligations is still unclear at present. Neverthe-
less, companies should carry out appropriate risk analyses and diversify their supply
chains where necessary. From November 24, 2026, violations of the CRMA will be pun-
ished by the member states.

Conclusion

In conclusion it can be said that ESG requirements for companies will remain a hot
topic this year. In order to bring the internal compliance system up to date it is essen-
tial to deal with the content of LkSG, CS3D, CBAM, EUDR and CRMA.. As shown, the
regulations are also aimed at the security and defense industry. The good news is that
certain methodological approaches and requirements run like a common thread
through the new regulations. Following a risk-based approach, companies have to ful-
fill various due diligence obligations, in particular a) to obtain and evaluate relevant in-
formation (for exampel along the supply chain), b) to establish a system to continuously
assess risks, take preventive measures and appropriate remedial action, and c) to cre-
ate transparency through documentation, reports and publications. These are already

familiar tools from compliance which should now be updated in accordance with LkSG,
CS3D, CBAM, EUDR and CRMA.

BLOMSTEIN will closely monitor the challenges for the security and defense industry
with regard to new ESG requirements. If you have any questions regarding the imple-
mentation of LkSG, CS3D, CBAM, EUDR and CRMA obligations, please do not hesitate
to contact the Defense and Security Focus Group.
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